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Introduction

Business Continuity Management has been a key operational component of financial 

services organisations for many years. 

Whilst the risk profile and the focus on BCM has changed over the years around the 

globe, the key fundamentals of understanding what is important to an organisation in 

the occurrence of a disruptive event, planning and preparing to recover from those 

events, has remained the same.

RecognisingRecognising the ever increasing reliance of financial organisations on each other and 

their suppliers, regulators are taking a keener view of how financial organisations 

prepare for disruptive events and are becoming more prescriptive as to the recovery 

capabilities financial services firms are required to build and maintain.

TheThere are many comprehensive BCM methodologies available with detailed steps, 

templates to guide organisations through the process of building out effective BCM. 

This white paper seeks to draw out the fundamentals and provide guidance to avoid 

the common pitfalls of a BCM program from real world experience.

Organisations can suffer from approaches which are inwardly focused or 

overcomplicated, leading to BCM for BCM sake, rather than genuinely helping the 

business prepare for disruption.

WWe provide some simple tools to help organisations retain focus and pragmatism 

when shaping a BCM program, and to support a high level current state assessment 

and future goal setting. 

Process tips are provided alongside the main text to help the reader understand 

potential missteps and pitfalls. 

GPX Data Centre | Business Continuity Management
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Commonly Used BCM Terms

Service Continuity

TheThe capability to continue the delivery of a technology 

‘service’ to users. A service is something required by the user 

to conduct their business. At a technology level, a service may 

be made up of multiple technologies on different platforms. 

Each element of the service will require disaster recovery 

capability but seen as a whole, they continue to provide the 

service (email, accounting, trading etc).

Recovery Time ObjectiveRecovery Time Objective

This is the period of elapsed time in which a business process, 

a system or a service must be restored after a disruption. It is 

important to note that this time is measured from the point 

that the service is lost and includes all the steps required to 

fully restore the service.

Recovery Point Objective

ThisThis relates to the tolerance to data loss and refers to the 

‘point’ in time at which any data must be recovered, for 

example, at point of failure (no data loss acceptable) or end of 

previous day.

Public Cloud

HostingHosting services provided on infrastructure fully shared with 

other customers, AWS, Microsoft Azure which maybe 

delivered from any location.

Private Cloud

Hosting services provided on private, dedicated infrastructure 

with cloud like request management, provisioning and 

orchestration.

Hybrid CloudHybrid Cloud

An integrated mix of public and private services 

Capability

Capability refers to the physical measures that a business 

puts in place to support Business Continuity. This may 

include: back-up systems, alternate premises, virtual 

desktops and remote working access.

Business Continuity Management

AA set of processes that enable businesses to limit the impact 

of any disruption to its activities. This includes analysis of 

critical activities, the development of plans and the 

implementation of systems and alternate means of working 

for its staff.

Business Continuity Strategy

ThisThis is a high level statement of the how the business will 

approach the continuity and recovery of its operations in the 

event of a disruption. This should include a definition of the 

business priorities. The strategy should also express how and 

where the business will continue to operate.

Business Continuity Plan

AA document or documents that contains information for the 

business about how and where it will continue its normal 

activities in the event of a disruption. This document should be 

specific to the operation of the business outside of its normal 

working environment. It must reflect the decisions made by 

the business about its highest priorities and the focus of 

activities during a disruption. It must also reflect the capability 

(systems,(systems, premises, methods of alternate working) available 

to the business during an incident. This may include working 

from home, or relocation to another location. It is a document 

that must reflect the continuity strategy of the business and 

the capability that is actually in place to support continuity.

Disaster Recovery

The capability to recover technology infrastructure and 

systems that have failed or become unavailable due to an 

unplanned disruption. Disaster Recovery (DR) focuses on 

technology services and is a subset of Business Continuity.

GPX Data Centre | Business Continuity Management
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Why Business Continuity Matters

As a good example of a service with systemic impact if not 

available, the Central Bank of Egypt (CBE), uses SWIFT Y 

Copy service for its Real Time Gross Settlement System 

(RTGS). 

TTo illustrate the potential impact of a SIP failure, Figure 1 

shows the inter-connections between the Bank of England 

and the 30 largest counterparties (Investment Banks). If any 

part of it fails, the impact to all the other parties can be 

significant.

TheThe CBE is looking to comply with the internationally 

recognised BIS Systemically Important Payment Systems 

(SIPS) standards to ensure it does not present a systemic risk.

The world is increasingly connected. Down-time has an 

instant impact on a business. Understanding the commercial 

and reputational impact associated with the loss of services is 

no longer optional. It can have an immediate commercial 

impact.

TheThere is an increasing trend by governments and regulators to 

ensure that businesses, especially those in the banking and 

finance sector, have Business Continuity arrangements in 

place. This applies in almost all territories around the world. 

The main thrust behind this is to ensure market stability. If a 

firm has a disruption, it is important that the market is not 

affected and there is no so-called ‘systemic’ impact. The more 

importantimportant a firm is in any particular market, the more stringent 

the regulators are.

GPX Data Centre | Business Continuity Management
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Source: Bank survey of banks’ exposures.

(a) The 30 largest derivative counterparties have been 
identified based on a survey of 23 UK banks and investment 
firms’ top 20 exposures measured as exposures at default
(net(net of collateral), to each of the following: banks, non-bank 
financial institutions and non-financial corporations; on 30 
June 2015. Only UK subsidiaries of non-UK banks are 
included as reporting firms.

(b)(b) The size of each node is scaled by reporting firms’ total 
amount of exposures to that firm. Each arrow points from 
one firm to another firm to which it has exposure. The 
thickness of the lines is based on the size of the exposure.

Central counterparties
Banks and investment firms
Others

Firgure 1:
Interlinkages between banks and CCPs
UK Banks and investment firms’ 30 largest counterparties (a)(b)



Risk Assessment

Recent disruptive events

USA | Aug 2016 - Delta Airlines
The airline company lost access to its systems when a 

power surge affected its data centre and systems were 

made unstable. This lead to just under 2,000 flight 

cancellations.

Kuwait City | Feb 2015 - CountrywideKuwait City | Feb 2015 - Countrywide
A power outage caused a city-wide black-out. The 

incident affected the international airport, hospitals, 

street lights and shopping malls.

London | April 2015 - Holborn Fire
AA telecommunications fire burned underground for 36 

hours. 3000 properties were without power, 5000 people 

were evacuated. Businesses in the area lost Broadband. 

Roads were closed for over 7 days and an underpass 

was closed for nearly 3 months. 

The estimated loss to London business was $40 million.

Egypt | Sep 2014 - City-Wide
A major power outage blacked-out most of Cairo and 

caused severe disruption across the city at the height of 

the morning rush hour. The outage affected the metro 

lines; one was closed and service on a second line was 

severely disrupted.

Japan | Dec 2012 - EarthquakeJapan | Dec 2012 - Earthquake
The earthquake and subsequent tsunami damaged 

almost 50% of the underwater cable that runs across the 

Pacific. The outage affected a number of network 

operators and their clients. Many business lost their 

compute capabiity and had no back-ups.

USA | Oct 2012 - Hurricane Sandy
NewNew York was affected badly by the hurricane. Several 

data centres were affected and were unable to run their 

back-up generation. Sandy caused $62 billion in 

damage across its path in the United States and $315 

billion in the Caribbean.

When positioning an organisation’s approach to BCM, it is 

important to consider the nature of the specific risks facing 

your business, be they environmental; earthquake, flood or 

based on critical services; power or regional communications. 

It is key to not just plan for the low probability, high impact 

events. Disruptive events requiring the invocation of BCM 

plans do occur on a surprisingly regular basis.

AA risk assessment may include engaging the local 

environmental agency, reviewing flood plain data, utilities’ 

performance, historical events, geological, weather records 

and assessing each risk for their likelihood of impact.

Regardless of what causes the disruption, the effect will be 

one of the following:

          • Denial of access to buildings

          • Loss of a building or part of it

          • Loss of access to systems

TheseThese are the key scenarios on which your BCM planning will 

be based and are relevant to both workplace and data centre 

facilities. 

GPX Data Centre | Business Continuity Management
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The BCM Lifecycle

There are many versions of the BCM Lifecycle. Some support 

international standards and other are variants that work in 

specific environments like local Government or high tech 

start-ups. This life-cycle is based on the practical delivery 

Business Continuity in real-world situation. Figure 1 shows the 

main phases and processes within a typical BCM life-cycle. 

Analysis
AnalysisAnalysis is at the heart of any Business Continuity programme 

and is essential to building a firm basis for the right levels of 

investment in resilience and recovery. Investment must be 

made on a firm foundation of what is most critical to the 

organisation. 

Top-down Assessment
SeniorSenior management at the very highest levels must be 

engaged in the Business Continuity process to provide a view 

of the business activities they view as essential to the survival 

of the firm. This view will drive the prioritisation and provision 

of recovery capability across their organisation. 

AA common failing with BCM programmes is that they are 

based on a ‘bottom-up’ analysis of impact and criticality. The 

danger is that the context used for the impact assessment is at 

a department or often personal level. Everything then becomes 

critical. A bottom-up approach lacks the over-arching context 

of what is important to the organisation which can only be 

done at the highest level in the organisation.

______________________________________________________________________________________________________________

Process Tip:

Focus primarily on the functions that could impact the 

survivability of the organisation (e.g. funding, liquidity, 

settlements), followed by areas that would have a material 

regulatory, financial or reputational impact if they were lost.  

_______________________________________________________

Top Down
Assessment

Understanding
Criticality

Business
Requirements

Implementation

Solution Design
& Gap Analysis

Business
Testing

Technical
Testing

Document
Gaps

Document
Gaps

Update plans

Document
Business 
Recovery

Document
Technology 
Recovery

Analysis

Design &

Implement

Plan

Development

Testing &

Validation

Business Technology
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Understanding Criticality

EstablishingEstablishing an effective recovery capability is an expensive 

undertaking and resources need to be targeted at the areas of 

the business which are most critical in a recovery scenario. All 

parts of the business have an important role to play in a 

business-as-usual context, but only a subset is critical in the 

context of a recovery scenario. 

ItIt is entirely likely that some whole business functions are 

ceased completely until normal business operating conditions 

return. This distinction needs to be clearly understood.

There is a natural resource and capacity limit to the scope of 

services that can be recovered to meet the RTO, RPO 

requirements of services defined as critical. 

Impact vs Criticality

Whichever BCM methodology you use it will include some 

kind of impact analysis. However, impact is often very 

difficult to define and will vary depending on who in the 

business tries to express it. 

TheThere are nuances to impact that often cannot be pinned 

down by a number in a box on a questionnaire. The 

criticality matrix is an attempt to allow some of those 

nuances to be expressed. For example, as a starting point, 

it can often be more fruitful to discuss the amount of time 

an activity can wait to be recovered. 

NoteNote that this is all done against the Top Down view of what 

is most important to the organisation.

It is important to note that likelihood of an outage lasting more than a few days is extremely low, hence it is very unlikely that 

activities categorised at Level 4 or 5 will never be recovered. They are much more likely to be restored in their normal business as 

usual mode. 

Criticality Matrix Levels 1 – 5

Technology

GPX Data Centre | Business Continuity Management
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Defining Business Impact

When defining business impact, it is important to think in terms 

of corporate pain and not personal pain. Working late and 

dealing with backlogs might be painful at a department level 

but at a corporate level, this might not be the case.

Survivability:
SupportsSupports a vital core business activity that is critical to the 

survival of the Business Unit and could expose the wider 

market to systemic risk. If this were unavailable there would be 

a threat to the stability of the wider financial markets and to the 

ability for the Business Unit to stay in business and could lead 

to irreparable damage, for example as a result of market 

disruption or failure to meet financial obligations for clients.

High:High:

SupportsSupports a critical business activity that is important to 

maintain the operation of the Business Unit. If this were to be 

unavailable there would be a significant impact to the business 

resulting in a regulatory breach, financial loss leading to 

potential liquidity problems, widespread negative press 

coverage leading to loss of clients and market share, or severe 

disruption of a regional strategy.

Medium: 

SupportsSupports a business activity that is required for the continued, 

smooth running of the Business Unit. If this were to be 

unavailable there would be moderate impact on business 

operations, potentially resulting in a regulatory breach, a 

non-material financial loss, limited media coverage or the 

disruption of a local strategy.

Low;

SupportsSupports a function that is involved in the continued, effective 

running of the Business Unit but with a much lower recovery 

priority. 

If this were to be unavailable it would have a low impact on 

business operations. There is limited potential for a regulatory 

breach, a non-material financial loss, limited media coverage 

or the disruption of a local strategy.

Insignificant: Insignificant: 

Supports a business activity that is non-critical to the 

Business Unit. If this were unavailable there would be an 

insignificant impact to business operations.

FX Trading for Deutsche Bank, 
significant market share poses 
systemic risk. 
Equities for Morgan Stanley, 
significant market share poses 
systemic risk. 
Options and Derivatives Options and Derivatives Trading 
(proprietary)

Trade confirmation 
Settlements

May not have any L1 activities,
same day recovery (L2) for its most
important functions likely to be 
sufficient

ATM Network
Payment Processing

Card issuing
Cheque clearing

Human resources

Audit
Training
Business Management

May not have any L1 activities,
same day recovery (L2) for its 
most important functions
likely to be sufficient

Emergency claims

Claims processing
Payments
Pricing

Binding (insurance contracts)

Marketing
General Policy changes
Internal Reporting

Start of day risk 
Market making

Legal & compliance 
Financial Management

Business Management 
Strategy functions
Internal Reporting

Example business functions 
by criticality

Investment Bank Retail Bank Insurance

Criticality L1
Immediate

Criticality L2
Today

Criticality L3
Tomorrow

Criticality L4
This week

Criticality L5
No planned recovery until 
normal operations resume

GPX Data Centre | Business Continuity Management
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The figure shows spread of business activities typically 

categorised by Criticality L1 to L5.

If a higher proportion of business activities are categorised at 

L1 and L2 then the criticality assessment should be revisited. 

There is unlikely to be the capacity in the organisation to 

restore L1 and L2 services within the timescales required. 

_______________________________________________________

Process Tip:

Use a Criticality Matrix to support conversations with the 

business to understand impact and criticality. Ensure that the 

spread of criticalities is roughly aligned with the pyramid, if not 

revisit the top down analysis.

______________________________________________________________________________________________________________
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Business Requirements
The top down assessment and understanding of criticality will 

ultimately be expressed in a set of business requirements. 

These requirements will be used as a basis for technology to 

complete the solution design. 

TheThe top down assessment may yield requirements expressed 

as functions, processes and / or services. It is essential that the 

nomenclature used by the business is aligned with that of 

technology at this point. Services and applications can be 

known by different names and mean something different to the 

business and technology. 

_______________________________________________________

PProcess tip:

Ensure that the when the business requirements are finalised, 

business and technology are in the same room and a common 

understanding is established.

_______________________________________________________

Gap Analysis
WithWith the business requirements complete, a comparison 

between what is required and current capability needs to 

completed. The gap analysis will inform what additional 

solution needs to be designed and deployed. 

_______________________________________________________

Process tip:

GapsGaps in capability should be subjected to a cost benefit review 

with the business. It may be that some gaps may not be cost 

effective to close and the business can accept a lower level of 

capability than initially stated. 

_______________________________________________________ 

Solution Design
The business requirements will be used to inform the solution 

design. The RTO and RPO derived from the understanding of 

criticality are the primary design criteria. 

CompComprehensive inventories of applications mapped to their 

supporting infrastructure are required to understanding what 

infrastructure needs to be provisioned where to meet the 

business requirements.

ForFor immediate recovery, active-active or hot standby disaster 

recovery solutions will be required, for less critical systems, 

infrastructure may be built or repurposed at the time of 

invocation.

The closer the RTO is to the point of the incident, the greater 

the initial investment and ongoing maintenance required.

WhenWhen designing to meet a required RTO, all the steps required 

to fully restore a service need to be considered. This includes 

the time required to make the decision to invoke DR, recover 

the underlying infrastructure, restart applications and return 

them into the state they were in prior to the disruption, this 

may require replaying transactions and recreating lost data.

TheThe RPO specifies the point in time at which data must be 

recovered. Many of the trends in technology for Storage Area 

Networks and cloud based computing, mean that RPO is part 

of production design. The RPO defined as part of a Criticality 

Assessment should either drive the data storage strategy or 

be used in conjunction with it to ensure there are no gaps. 

AlsoAlso consider the overall scale of recovery and the resources 

to do it. If there are a high number of Level 1 or 2 services, then 

a higher degree of automation in the recovery will be required. 

______________________________________________________

Process tip:

TheThe use of standard design patterns or architectures aligned 

to business requirements can simplify the process of building 

a solution.

______________________________________________________

GPX Data Centre | Business Continuity Management
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Implementation
Implementation of dedicated technology to meet the needs of 

BCM should be straightforward. DR environments should be 

built in the same way and adhere to the same policy and 

procedures as any production environment. 

AA post implementation test should be completed as soon as 

possible as part of commissioning. 

It is essential that dedicated DR environments are maintained 

as production, receiving patches, upgrades, latest versions of 

the business applications they support. If not, the actual time 

to recover may be extended, or worst case, fail completely.

_______________________________________________________

PProcess tip:

Treat disaster recovery DR build as production environments 

and maintain them in exactly the same way. 

_______________________________________________________

Document Technology Recovery
AA step by step technology recovery plan must be maintained in 

a location which can be accessed irrespective of the disruptive 

event. The plan must be executable by personnel who may not 

be intimately familiar with the day to day support of the 

systems in the event that those individuals are not available or 

do not have access to the systems at that time.

TheThe plan must be phased, base infrastructure; networks, 

network services, domain controllers, DNS etc must be 

established first before servers, database and application 

hosting services are finally restarted. Only then can 

applications be restarted and business processes, 

re-established.

_______________________________________________________

PProcess tip:

Firm command and control must be applied to the recovery 

activity in line with a clear phased plan – otherwise everyone 

may start to fail over services at once resulting in confusion 

and extended recovery times.

_______________________________________________________

Document Business Recovery
Business Continuity Plans (BCPs) are all too often 

over-complicated, fat documents containing information that 

no-one will ever use. A key principle of the BCP is that it 

should only contain information that the business is not 

familiar with on a day to day basis.

TheThe BCP should therefore only contain information about 

which staff have a recovery role, their contact details, where 

they go, what resources they have and which business 

priorities matter the most. 

An over-view of the Crisis Management processes that will be 

used to inform all staff what is happening should be included.

______________________________________________________

PProcess Tip:

Only collect information that will be used by the business, 

keep it current, update it at least annually. Do not collect 

information that might only be of use or of interest, maintaining 

BCPs is time consuming and details should be kept to a 

minimum.

______________________________________________________

Business and Business and Technical Testing
Good practice and regulatory guidelines require annual testing 

of the BCM plan. 

The testing may be decomposed in to components, sections 

of technology, business units, personnel and tested at 

different times, but full coverage must be attained. 

ManyMany financial services organisations strive to complete 

datacentre isolation tests where the total loss of a datacentre 

is simulated. 

As a minimum, all key technology services should be failed 

over to their Disaster Recovery site, restarted and basic data 

consistency, base functionality confirmed.

______________________________________________________

PProcess Tip:

Decompose the BCM Plan into manageable components, and 

test them on an annual cycle through the year.

______________________________________________________
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Separating your Production DC
from your Business Premise

As servers and storage become denser, more power hungry 

and with the broad availability of cheap reliable metropolitan 

networks, many financial services organisations are choosing 

to host their production applications in purpose built 3rd party 

datacentres. 

TTraditional datacentres located in business premises have 

become increasingly difficult to service with the required 

cooling and power. Over time they will lack the available space 

to scale up or upgrade systems and need to be exited. 

Adopting a datacentre away from the business centre and 

using it to host production systems improves an organisation’s 

resilience to disruption following an event; 

System owners may initially push back on hosting in a remote 

location citing issues around latency and direct administrative 

access to machines. Over time these concerns can be allayed 

with the use of remote support tools and practical experience 

that only a small number of systems are actually sensitive to 

latency to a degree that 5-10 miles’ worth of network will 

introduce.

RemotelyRemotely hosting production services away from the business 

premises is a good example of how mature organisations are 

looking to increase their resilience to impact from an incident.

 

TheThe more an organisation can resist being impacted by an 

event in the first place, the less focus is placed on the 

response and recovery activities to meet the increasingly 

stringent requirements of BCM.

 

•

•

•

being located outside a city reduces the risk of being 

impacted by events which happen all too frequently 

in a heavily populated area; flood, power outage, 

transport issues, construction outages.

separatingseparating business users from production hosting 

facilities make recovering from an incident or event at 

the business premises easier. Focus can be applied 

to workplace recovery for users vs dealing with users 

and the technology platform at the same time.

hardware failures both at the system level and at the 

facilities level are a certainly, choosing a modern 

purpose built facility with robust resiliency built into 

the design reduces the likelihood of a facilities related 

outage

DR

Technology
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Investing in Datacentres:
Build vs Buy

Investing in Datacentres:
Build vs Buy

Disaster recovery is a foundational element of successful BCM 

planning. The major causes of severe business interruption 

frequently involve infrastructure failures due to power outages, 

loss of telecoms and issues caused by fire or flooding. 

Those business activities you categorise as critical, the loss of 

which would cause you significant financial and reputational 

loss, require hosting in a datacenter which can provide 100% 

uptime.

Businesses looking to host their infrastructure in a highly 

resilient facility need to decide whether to build or buy 

datacenter space. The trend globally is to outsource either the 

production or the DR datacenter or both. 

organization. Building too little space may lead to 

another difficult investment decision within a couple 

of years, build too much and you may end up with 

empty space with unavoidable running costs.

TheThe true cost of staffing, operating and refreshing 

key components of a datacenter are often 

underestimated; salaries, training, maintenance 

contracts and the mandatory periodic replacement 

of expensive power and mechanical components 

turn the facility into a significant financial liability.

TheThe emergence of private and public cloud as a 

viable option for hosting makes it increasingly 

difficult to estimate demand for traditional captive 

datacenter space for the medium term.

Drivers to Outsource Include;

The cost of building a Tier IV datacentre are 50-60% 

more than a Tier III. Many companies that have tried to 

build a high quality datacenter find themselves failing 

to realize their vision for technical or integration 

reasons and end up over budget with an expensive 

underutilized asset.

AA good data centre is as much about the site, structure 

and operating frameworks as it is about the 

redundancy of the MEP design. These factors are 

often overlooked with many firms squeezing data 

centres into unsecure, inappropriate buildings that 

cannot scale. The complexity and cost maintenance is 

also often overlooked.

EstimatingEstimating demand for space, power and cooling for 

the next 5 years + is challenging for any 

•

•

•

•

•

GPX Data Centre | Business Continuity Management
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GPX Cairo 2 Provides the Highest
Levels of Resilience

- Tier 4 design (Concurrently maintainable)

- Fully fault tolerant (A single failure of any capacity system, component, or distribution path will not impact the

   critical environment). 

- Multi Stage: Multiple physical identification checks, card and biometric access control to colo locations, 

   customers and vendors are escorted at all times

- Cameras: Digital IP Camera system including more than 130 Cameras for surveillance and monitoring inside 

   the data center and a   the data center and around the perimeter

- Physical Security: 24x7x365 security personnel patrols throughout the facility

- Fully redundant Tier4 electrical systems

- Power Feed: True A and B redundant power feeds

- Back Up Power: 3 Diesel Generators (1.8 Megawatts each) in a N+1 configuration with internal day tank. All

   generators are served by 3 different main storage tanks that can supply fuel with 48-hours runtime at full load. 

   A mission critical fuel polishing system is used to receive fuel prior to entering the main tanks and maintain

   sto   stored fuel

- Site Power: AC230V/50Hz Single Phase or 400V/50Hz Three Phase, DC-48V

- UPS: Critical power supported by 3 fully independent power systems (750KVA each) in a N+1 configuration 

   with 9mins of battery backup on full load

- SLA: 99.999%

- Fully redundant Tier4 mechanical systems (chillers, water supply, pumps, valves, and piping)

- 3 fully independent cooling precision systems with multiple layers of redundancy in each system

-- Under Raised floor cooling with ceiling based hot air return plenum

- Air cooled chillers

- Hot aisle/cold aisle design

- Cooling capacity of 7 to 10 KW per rack, (with capability of higher cooling capacity upon customer request)

- Detection: Multiple layers of fire and smoke detection including VESDA System with 3 different levels of 

   alarms, smoke detectors, heat detectors and flame detectors

- Suppression: FM200 fire suppression system, in a separate fire zones design operating in conjunction with 

   motorized Smoke Fi   motorized Smoke Fire Dampers

- BMS: Our engineers monitor all aspects of the facilities infrastructure both locally and remotely, including: 

   Cooling System, Power System, Fire Alarm and Fire Fighting

- Climate Control: State of the art HVAC units and controls which provides precision controlled temperature and 

   humidity for all colocation space

- Fiber Routes: Redundant fiber connections to two separate Telecom Egypt Exchanges

- SDH fiber ring network to insure Automatic Protection Switching of services in less than 25ms

-- Fully staffed and monitored 24x7x365 by our NOC engineers

Design

Power

Coolilng

Fire

Environment

Building 
Controls

Telecoms and
Network

Security
and
Access

GPX Cairo 2 is engineered to the highest industry standard to protect your critical IT assets.  Including: 
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15



BCM Maturity Model

A maturity model is a useful tool for high level positioning for 

where an organisation is today, and setting objectives for the 

future.

DrivingDriving an organisation up the maturity curve is expensive to 

achieve and maintain. It is key to remember that not all 

organisations need to aspire towards Agile or Next Gen. 

Compliant or Intermediate may fully satisfy the requirements of 

the business. 

An organisation may pick elements from different maturity 

levels as its target state – this is totally acceptable to ensure 

that the target state is right for the organisation. Defining a 

strict BCM policy as a ‘one size fits all’ can be 

counterproductive.

Ad hoc, and reactive approach to 
BCM

No toolset

Little or ad-hoc reporting

Limited Disaster Recovery 

Infrequent testing

Reactive crisis management

BCM approach 
designed to meet 
external pressure

BCI, web- based 
standard methodology

Adapted toolset - Adapted toolset - 
Microsoft Excel, Word 
etc

Annual and/or ad-hoc  
reporting - hand 
cranked

No integration with No integration with 
technology and service 
provision

Bolt-on recovery 
capability

Catch-up testing

Reactive  crisis Reactive  crisis 
management

Planned approach to 
BCM

Defined BCM Policy
Minimum Standards

C level visibility, D level 
engagement

Dedicated BCM team

Shrink wrap  toolset Shrink wrap  toolset 
(LDRPS, eBRP), or 
bespoke

Lifecycle reporting - hand 
cranked

Some integration with Some integration with 
technology and service 
provision

Annual testing 
programme

Isolated recovery testing

Defined Crisis Defined Crisis 
Management Framework

Planned and 
responsive approach 
to BCM

Top-down criticality 
assessment
 
Board level visibility, 
C level engagementC level engagement

Defined scope and 
assumptions

Bespoke toolset

Capability reporting – 
hand cranked
Good level of 
integration with integration with 
technology and  
service provision
Crisis leadership 
teams

Pro-Active and alert 
approach to business 
protection

Top down criticality 
assessment

Board level visibility,
C level engagement

Capability Capability reporting – 
automated

High level of integration 
with technology and 
service provision

True end to end service 
visibility

Integrated Integrated recovery testing
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Future Industry Trends and Developments 
are Impacting BCM

Cloud

TheThe adoption of cloud by financial services brings significant 

benefits to the delivery of DR. Cloud based applications and 

services are more portable than those traditionally hosted on 

dedicated infrastructure and can be relocated quicker and 

more reliably in the event of disruption. Servers can be 

deployed in a fraction of the time it takes to provision 

traditional hardware, dramatically reducing the RTO and 

reducingreducing the need for dedicated underutilised DR 

infrastructure. Significant cost savings can be realised with the 

reduction in investment in physical hardware and the reduced 

ongoing maintenance effort.

Bloc-chain Technology

Bloc-chain and its associated technology offer a potential 

panacea for financial services. Public ledger systems based on 

this technology benefit from having no single point of failure. 

Due to the nature of public ledgers, it is almost impossible to 

hack across its entirety and therefore also almost completely 

inherently resilient.

ItIt is set to change the way in which many kinds of financial 

transaction can be completed, recorded and valued. Whilst the 

technology is still nascent, many large players are looking at it 

and associated virtual currencies (Bitcoin being the most 

notable) and how it can be safely deployed.

New Entrants to Financial Services

New entrants to the financial services industry aNew entrants to the financial services industry are using more 

supplier hosted services reducing the need for their own 

dedicated infrastructure. This reduces the burden on the 

organisation to provide, maintain and test DR facilities. Robust 

and resilient connectivity is key to ensure that services can 

continue if localised disruption occurs. 

ForFor services sourced from third parties, it is key that 

organisations complete full due diligence of the supplier BCM 

and provision including participation in annual testing. 

Regulatory driven accountability for business continuity 

remains with the procurer of the services.  
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Conclusion

On the surface, Business Continuity appears straightforward and in many ways that is 

true. 

However, it is also extremely easy to get wrong and focus resources in the wrong 

place. The identification of what is most important to your company and the 

development of provision to support its continuation is vital. 

IfIf on reflection your Business Continuity provision is weak, the good news is that if you 

engage your senior leadership in the right way, only a small number of your business 

functions are likely to be critical to the survival of your business and requiring 

significant investment. 

In an ever more connected world, as we've seen, the ability to 'resist' the impact of an 

incident is increasingly important. This means separating people and technology and 

providing flexible and various access to systems. 

PurposePurpose built data-centres provide an ideal solution as well as a first line of defence 

against disruption by helping to negate the most common sources of interruption: 

power, infrastructure and communications.

WhilstWhilst there may be no magic formula for successful Business Continuity, it is essential 

to understand the state of your company's arrangements and decide if they are 

acceptable. Using a Maturity Model, you can see where they are weak and how they 

may be improved.  Ensure you select those elements that best suit your needs. 

Adopting a one-size-fits-all approach is no guarantee of success.

OneOne certainty in any business landscape is change. New technologies, new threats, 

new business models all present challenges and opportunities to Business Continuity. 

Finding a way to prevent your organisation constantly playing catch-up with change is 

perhaps the ultimate challenge. This can only be done by including it at the design 

stage of any new initiative, best summed up as build-it in, don't retrofit it later.
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